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“Content-Centric Security" — A Three Dimensional Approach
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Accidents, malicious insiders, and cyberattacks are
increasingly compromising sensitive information

National security, intellectual property, personally identifiable
information

Most deployed security technologies are not sufficient

Independently securing storage, transport, roles, and monitoring

Industry has been developing and deploying content security in
three interconnected dimensions

Content management + Rights Management + Content Analytics



Data Protection Challenges

E xisting methods of

network and storage

security are still
failing
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Data Protection Challenges

Enforce Organizational Policy
News :} World news :} Israel

Israeli pilots jailed for storing sensitive

maps on smartphones for convenience

Court martial gives two officers prison terms, 11 suspended
prison terms and one a fine, Army Radio station reports

Reuters in Jerusalem
theguardian.com, Wednesday 5 February 2014 04.42 EST

Diefnse: Comlrmeton Allegerdly Conmpronmsed Nuclear Secris o
Chinese National in Pessble 'Tloney Trp!

\'A

Mitigate Insider Threat Restrict who & where Version Control



Context — Three Interconnected Dimensions of Security

Developing and deploying content security in three interconnected dimensions

Content
Management

Rights
Management

Content
Analytics




Good: Content Security in Dimension

S trong Authentication — definitively identify users
Metadata — classifications associated with content
Role based access — who can access what content
Audit logs — record of all user and admin events

BUDGET

——————————>

Once sensitive content leaves the repository to an
authenticated user, it can be accidentally or

rw = *—f'r' GILSSS Fo -\
LT
maliciously forwarded to unauthorized recipients!




Better: Content Security in Two Dimensions

« Strong Authentication — definitively identify users

« Metadata — classifications associated with
content

« Role based access — who can access what
content

 Auditlogs — record of all user and admin events

ontent Management

= Protection beyond repository — independent of any
= subsequent storage and transport

Rights Management

» Persistent protection — enforces access at file layer

« Permissions — restrict save, print, clipboard, modify

 Revocation — expire and terminate access after
publishing

« Auditlogs — record of all valid and invalid access




E nveloped Encryption vs. Content Centric Security

Content Centric
Security

With traditional enveloped encryption, With internal document
like device, S/IMIME, PGP, or ZIP, the cryptography, there are
container is decrypted to produce the no unprotected copies.
contents. The encryption is inside

the native file format

You can’t protect where the itself.

decrypted contents Wherever the document

subsequently go. goes, it stays protected &



Content Centric Security
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Best: Content Security in Three Dimensions

on Management

Rights Management

vvvvvvvvvvvvv

ConentAnaIytics

S trong Authentication — definitively identify users
Metadata — classifications associated with
content

Role based access — who can access what
content

Audit logs — record of all user and admin events

* Visualization — where documents are opened
 Anomalies — high download/open/print counts
« Affinity —associating users with content
 Realtime — immediately notify unusual activity

Persistent protection — enforces access at file layer

Permissions — restrict save, print, clipboard, modify

Revocation — expire and terminate access after publishing
Audit logs — record of all valid and invalid access




Auditing of rights management information

Description User Detail Date W

Close Document John Jacobs 3 gggsggﬂgé’gy 02F-A1FD- May 9, 2012 9:40:44 PM GMT-04:00
Print High Resolution John Jacobs [ 3553333;53331 O2F-A1F0- May 9, 2012 9:40:20 PM GMT-04:00
View Document John Jacobs [ 3553333;55331 02F-A1FO- May 9, 2012 9:39:31 PM GMT-04:00

Event ID: 48C2FD7B-88EE-509C-5E9D-1A8242D92CC8
Description: Close Document
User ID: 624AAF4C-A811-102E-83C6A-0000C0ABCECD

Event Date: May 9, 2012 9:40:44 PM GMT-04:00
IP Address: 10.1.2.3
Document ID: 4FE38361-60B0-102F-A1F0-0000C0ABCECD
Document Status: Online

User: John Jacobs




Detailed usage analytics — users and content
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Mobile Security — with DRM

With documents
encrypted at
document layer,
exfiltration,
accidents, and
malicious
insiders do not
expose any
sensitive
information

Documents can
also be
revoked, with no
further access
to decryption
key

Audit log of
attempted
access is also
useful

Now available on

mobile devices —
iPhone/fPad &
Android
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DRM Evaluation Guide

Recommended features to consider:

1 Strong FIPS-140 encryption (AE S 256)

- Cross-platform (Windows, Mac, iOS, Android)

- Multiformat (PDF, Office, CAD, custom)

- Ubiquitous viewer (e.g. Adobe Reader )

- Dynamic policy (change after publishing, including revocation)

- Detective controls (dynamic watermarking, detailed doc audit
log)

- Continuous monitoring (advanced analytics)
- Automation ready (SharePoint, bulk automated encryption)
- Customization ready (client SDK, Server SPIs)

-~ Strong authentication sources (multi-domain LDAP, AD, SSO,



